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Today’s Lecture 17 Overview

* Lecture Objective
- Understanding non-fungible tokens (NFTs) and ERC721
- Learning differences between ERC20 and ERC721
- Learning ERC721 interfaces and how to mint ERC721 NFTs
- Learning IPFS and Pinata
- Learning multi-token standard (ERC-1155)
- Learning Soulbound tokens(SBT) (ERC-5192)

* Lecture will cover
- ERC721 and NFTs
- ERC11585(Semi-fungible) and ERC5192 (SBT)
- IPFS and Pinata



References for the lecture

Ultimate Web3, Full Stack Solidity, and Smart Contract Course by Patrick Collins
- Lesson 14: HardHat NFTs

Ethereum EIP-72]1

Ethereum ERC-721 Tutorial

What is ERC-721¢ by thirdweb

OpenZeppelin ERC721 docs

OpenZeppelin ERC721 codes
NFT MINTER TUTORIAL

What is ERC-11552 by thirdweb
Ethereum EIP-1155
OpenZeppelin ERC1155 codes
What is SBT2 by thirdweb

IPFS Concepts

IPFS Simply Explained Youtube



https://github.com/smartcontractkit/full-blockchain-solidity-course-js
https://github.com/smartcontractkit/full-blockchain-solidity-course-js#lesson-14-hardhat-nfts-everything-you-need-to-know-about-nfts
https://eips.ethereum.org/EIPS/eip-721
https://ethereum.org/en/developers/tutorials/how-to-write-and-deploy-an-nft/
https://blog.thirdweb.com/what-is-erc721-nft/
https://docs.openzeppelin.com/contracts/4.x/api/token/erc721
https://github.com/OpenZeppelin/openzeppelin-contracts/tree/master/contracts/token/ERC721
https://ethereum.org/en/developers/tutorials/nft-minter/
https://blog.thirdweb.com/what-is-erc-1155-nft/
https://eips.ethereum.org/EIPS/eip-1155
https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/token/ERC1155
https://blog.thirdweb.com/soulbound-tokens/
https://docs.ipfs.tech/concepts/
https://www.youtube.com/watch?v=5Uj6uR3fp-U

A NFT and SBT coniracts

Examples from various sites
with some modification

Clone the code here!
git clone https://github.com/web3classdao/nft-sbt.git



ERC/721 NFT Standard



FUNGIBLE

NON-FUNGIBLE

+

Fungible Token (FT) Non-Fungible Token (NFT)
ERC-20 ERC-721



ERC721 Token Standard

« ERC721: a standard interface (format) for non-fungible assets(NFT) on the Ethereum
“non-fungible” means they cannot be exchanged on a one-to-one basis due to their
unique properties

» Benefits of ERC721 NFTs

- Standardization: save fime and resources to develop

- Interoperability: easily interact with various wallets, marketplaces, and
decenftralized applications (dApps) on the Ethereum

- Ownership: allow users to own, transfer, and manage unique digital assets securely

- Digital scarcity: establish digital scarcity with a limited supply and transparent
provenance

- Programmability: enable creators to build additional functionalities into their NFTs,
such as royalties for artists, in-game utilities, or evolving attributes

https://blog.thirdweb.com/what-is-erc721-nft/



8 Use Cases for ERC721 NFTs

Gaming: in-game asset such as Axie Infinity, and Gods Unchained

Digital Art and Collectibles: Platforms like OpenSeaq, Rarible, and Art Blocks allow
artists to create and sell their artwork as NFTs

Virtual Worlds: used to represent land parcels, buildings, and other assets in virtual
worlds like Decentraland and The Sandbox

Domain Names: Projects like the Ethereum Name Service (ENS) and Unstoppable
Domains

Event Ticketing: used to create unique tickets for events

Music and Media: Musicians and other content creators can tokenize their work,
allowing fans to purchase and own unique pieces of content

Identity and Certification: used to represent digital identities, educational cerfificates,
or professional licenses

DeFi and Financial Instruments: used to create unique financial instruments, such as
tokenized real estate, insurance policies, or bonds in DeFi

https://blog.thirdweb.com/what-is-erc721-nft/



A4

How ERC721 NFTs work

iokenl.iRI

Blockchain

Target
Content file

Metadata

Cloud / Decentralized FS (IPFS)




NFT Identifier

The pair (contract address, uint256 tokenld)

Note that the content that an NFT points to
is not ifself an identifying element of the NFT



ERC721 NFT Example
with metadata & tokenURI, IPFS

SllperRare Q. Search nfts, artists, categories & genres

#11. Money factory

\ \‘. Artist Qwner
X mrrsnisang ’ gl:lsts © o022 Oeo
Description

Is dollar fragile? § A\ ©.whatdo you think? -Animated version of Mr Misang's original
series, [Modern Life Is Rubbish]

DETAILS
Medium video (MP4) |Contract Address 0xb93...fb%e0
Dimensions 3840x2880 Token Standard ERC-721
File Size 47 MB Blockchain Ethereum
| (") Etherscan Metadata (] IPFS |

https://superrare.com/artwork-v2/11.-money-factory-23418


https://superrare.com/artwork-v2/11.-money-factory-23418

ERC721 NFT Example: How it works

You can check the tx of minting the NFT metadata.json MoneyFactoryre.mp4

https://etherscan.io/tx/0x29360be4221f46799ef10fe
1648799¢13fa3b99837263805f4d0ebSbed403f91

ERC721 contract address

NFT Oxb932a70A57673d89f4acfFBES30E8ed7/f75Fb2e0

Identifier

Token ID: 23418

Smart
Contract

TokenURI !
https://ipfs.pixuratio/ipfs/
Qme52JuglyTajXDTRTUF42x9
FQJASZY ZFTBNXAWVMCy66T/
metadata.json

Metadata

tokenURI Content file

Ethereum

____-________.c._ R

IPFS



https://superrare.com/artwork-v2/11.-money-factory-23418

Data Structure: ERC20 vs. ERC721

ERC20 Token
Manage only which addresses hold how many tokens
balances

address amount

addrl 100

addr2 50

addr3 200
°
°

addri0 20

ERC721 NFT

Manage who owns each token and
how many tokens each address holds

owners
tokenld address
1 addrl
2 addr7
3 addr4
[}
o
100 | addr2
tokenUris
tokenld tokenUri
1 uril
2 uri2
3 urid
[}
o

100 uril00

balances
address amount
addrl 1
addr2 2
addr3 1
o
o
addri10 5

ERC721 NFT is
more complicated



Data Structure: ERC20 vs. ERC721

(add => uint256) _balances;

ERC20 Token

(address =»> s => uint256)) _allowances;

y(uint256 address) te _owners;

(address uint te _balances;

ERC721 NFT pping(uint vate _tokenApprovals; Approval for each token

Approval for all tokens
(address => maj address => bool)) y _operatorApprovals; which an account holds

(uint256 => stri I te _tokenURIs;




ERC721
Interface

pragma ~0.8.9;
import "@openzeppelin/contracts/utils/introspection/IERC165.s0l";

IERC721 IERC165 {

Transfer(address from, address to, uint256 tokenId);
Approval (address owner, address approved, uint256 tokenlId);
ApprovalForAll(address owner, address operator, bool approved);
balanceOf(address owner) returns (uint256 balance);
ownerOf(uint256 tokenId) returns (address owner);
transferFrom(address from, address to, uint256 tokenId) ;
safeTransferFrom(address from, address to, uint256 tokenId, bytes data)
safeTransferFrom(address from, address to, uint256 tokenId) H
approve(address to, uint256 tokenId) g
getApproved(uint256 tokenId) returns (address operator);
https://github.com/OpeniZep
pelin/openzeppelin- setApprovalForAll(address operator, bool approved) ;
confracts/blob/master/contra isApprovedForAll(address owner, address operator) returns (bool);

cts/token/ERC721/IERC721 .sol }



Transfers may be initiated by

« The owner of an NFT

« The approved address of an NFT
(required fo be setin _tokenApprovals)

 An authorized operator of the current owner of an NFT
(required fo be setin _operatorApprovals)



IERC721Metadata Interface

pragma *0.8.0;

import "@openzeppelin/contracts/token/ERC721/IERC721.s0l";

IERC721Metadata IERC721 {
name( ) returns (string )R
symbol() returns (string g
tokenURI(uint256 tokenId) returns (string




IERC721Receiver
Interface

Any confract that wants to
receive ERC721 NFT

via safeTransfer()

SHOULD implement

this interface

= It shows the contract can
handle ERC721 NFTs

pragma solidity "0.8.0;

interface IERC721Receiver {

1 onERC721Received(
address operator,
address from,
uint256 tokenlId,
bytes calldata data

) external returns (bytes4);



contract ERC721 is Context, ERC165, IERC721, IERC721Metadata {

Openzeppelin : ‘ using Address for address;
ERC721 NFT

using Strings for uint256;

Reference
Implementation
ERC721.sol string private _symbol;
‘f”;;r(uint256 ;> éddress) _ov;l|;1ers;
ying(address => uint256) private _balances;

mapping(uint256 => address) private _tokenApprovals;

You can easily understand : mapping(address => mapping(address => bool)) private _operatorApprovals;
most codes of ERC721.sol

since it's similar to ERC20.sol ,

Please look at the source code :

https://github.com/Open’Zeppelin constructor(string memory name_, string memory symbol_) {
/openzeppelin- \ _hame = name_;
contracts/blob/master/contracts/ / _symbol = symbol_;
token/ERC721/ERC721 .50l }




_safeTransfer(
address from, address to, uint256 tokenlId, bytes data

) {

safeTransfer() checks to see _transfer(from, to, tokenId);
if the receiving contract can handle require(_checkOnERC721Received(from, to, tokenld, data),

ERC721 NFTs "ERC721: transfer to non ERC721Receiver implementer");
with _checkOnERC721Received|) }

__checkOnERC721Received(

address from, address to, uint256 tokenId, bytes data
. . ) returns (bool) {
If the receiving address is not a contract, . :
the callis not executed if (to.isContract()
try IERC721Receiver(to).onERC721Received(
_msgSender(), from, tokenld, data) returns (bytes4 retval) {
return retval == IERC721Receiver.onERC721Received.selector;
o - call } catch (bytes reason) {
The receiving contract’s onERC721Received|) if (reason.length == @) {
. revert("ERC721: transfer to non ERC721Receiver implementer"
If the selector of onERC721Received|)
. . } else {
is returned, the call is successfully passed
The receiving contract should implement assembly T ot
OnERC721Received() to return the selector SRTCAERLIEr (RERE) ) OLEER (RDEEm));
}
}
else
return g




ERC721Holder: Ref. Implementation of IERC721Receiver

You can inherit this contract

fo allow your contract to

receive ERC721 NFTs R
through safeTransfer() LRt e Sl

import "@openzeppelin/contracts/token/ERC721/IERC721Receiver.sol";

ict ERC721Holder is IERC721Receiver {

tion onERC721Received(address, address, uint256, bytes memor)
lic virtual c returns (bytes4)

ri;gg;é!;;?ggig;ﬁi;; return this.onERC721Received.selector;




OpenZeppelin sbstract contract ERC721URIStorage is IERC4906, ERC721 [{]

ERC721URIStorage

Reference Im I. mapping(uint256 => string) private _tokenURIs;
P

You can inherit this contract
fo implement ERC721 NFTs
with a fokenURI storage

using Strings for uint256;

1ction tokenURI(uint256 tokenId)
_requireMinted(tokenId);

string memory _tokenURI = _tokenURIs|[tokenId];

string memory base = _baseURI();

if (bytes(base).length == ©
return _tokenURI;

if (bytes(_tokenURI).length > ©
return string(abi.encodePacked(base, _tokenURI));

return super.tokenURI(tokenId);

}

function _setTokenURI(uint256 tokenlId, string memory _tokenURI) internal virtual {
require(_exists(tokenId), "ERC721URIStorage: URI set of nonexistent token");
_tokenURIs|[tokenId]| = _tokenURI;

emit MetadataUpdate(tokenId);

—

tual override returns (string memory



Minting ERC721 NFT



Minﬁng pragma solidity ”*0.8.9;
My ERC721 NFTS import "@openzeppelin/contracts/token/ERC721/ERC721.s01";

MyNFT,soI import "@openzeppelin/contracts/utils/Counters.sol”;
import "@openzeppelin/contracts/access/Ownable.sol";
import "@openzeppelin/contracts/token/ERC721/extensions/ERC721URIStorage.sol”;

Inherit ERC721URIStorage contractMyNFH is ERC721URIStorage, Ownable {
tokenlds using Counters for Counters.Counter;
using the Counter library Counters.Counter private _tokenIds;

structor() ERC721("MyNFT", "NFT") {}
function mintNFT(address recipient, string memory tokenURI)

public onlyOwner
returns (uint256)

an owner can mint only
using the Ownable labrary

use Counter function _tokenIds.increment();

uint256 newItemId = tokenIds.current();
_mint(recipient, newItemld);
_setTokenURI(newItemId, tokenURI);

https://ethereum.org/en/develop
ers/tutorials/how-to-write-and-
deploy-an-nft/ }

return newItemId;




Deploy & Run ERC721 Coniracts with Remix

DEPLOY & RUN TRANSACTIONS {nJ Home % MyNFT.sol X
w

Using Mefomosk Injected Provider - MetaMask
Sepolia (11155111) network
(+}

0x20E...dFBda (0.8534105€ <

MyNFT ERC721URIStorage, Ownable {
Counters Counters.Counter;

3000000

Counters.Counter _tokenIds;
constructor() ERC721("MyNFT", "NFT") {}

mintNFT( recipient, tokenURT)
onlyOwner

MyNFT - contracts/MyNFT.sol ( )

_tokenIds.increment();

newItemId = _tokenIds.current();
_mint(recipient, newItemId);
_setTokenURI(newItemId, tokenURI);

newItemId;
"name" :
"description": '
"image": "i
"attributes":

"trait_type": "
"value": "Me

0x20EfDA938E7c1bf25bA7dc6B

ipfs://QMSAQLcBpo9f2EdRadTZ8 URI of NFT metadata (JSON)

transact

ipfs://QmSAgLcBpo9f2EdRadTZ8yL8vvz93KGDxkPg3QJUfsgMfY




NFT Minter with React Frontend

[ Connected: 0x20ef...fbda ]

# Web3@KAIST NFT Minter

Simply add your asset’s link, name, and description, then press "Mint”
Link to asset:

e.g. https://gateway.pinata.cloud/ipfs/<hash>
& Name:
e.g. My first NFT!

# Description:

e.g. Even cooler than cryptokitties ;)

Mint NFT

¥ Write a message in the text-field above.



NFT Minter with React Frontend

mintNFT()
connectWallet() Sepolia
getCurrentWalletConnected() Testnet
addWalletListner()
4) Send TX with tokenURI
Connected: 0x20ef...fbda TO The conTrOCT ERC721 H
o > Smart 5) Mint an NFT
# Web3@KAIST NFT Minter tokenURI = ipfs://CID Contract
B Link to asset: ’
& Name:
#» Description: 2) Send JSON ‘
e.g. Even cooler than cryptokitties ;) { . } Through H‘,TP POST ‘ .
] > »
) '
0 ot 8 message ittt avove JSON 3) Return Hashcode
(IPFS CID) v v
Web Browser 1) Create JSSON .
with user input Pinata
pinJSONTOIPFS()

https://ethereum.org/en/developers/tutorials/nft-minter/



ic mintNFT = (url, name, description) {

if (url.trim() == "" || name.trim() == || description.trim
React Frontend eturn ¢
success:
status:

interact.js

metadata =

data.name = name;
ta.image = url;
ta.description = descripti

pin NFT JSON metadata and — T B
get tokenURI (IPFS CID) , hee. — :

\
recurn

success:

status:

tokenURI = pinataRes >, pinataurl;

window.contract = await .eth.Cont t(contractABI,

from indow.ethereum.selectedAddress,

create minfNFT functfion call data: window.contract.methods

fX poromofers .mintNFT(window.ethereum.selectedAddress, tokenURI
.encodeABI(),

it window.ethereum.request({

send tx

success:
status:

https://github.com/alchemyplatform/nft-minter-tutorial




Import NFTs o Metamask

- Sepolia Bl AE HEYI v © . Sepolia HAE Y EI v © . Sepolia H|l2E YEHI ©
-

Ll
0} EITE)
- Web3@KAIST
KA NFT s N FT 7 }-I:i 2 7 | X o 0x20E...FBda @
E MyNFT(2) v F£0
——————— P 0x0cad7a272538c08cb91dIc2bB66ad00a2275e 0.8534 Se p0| iaETH
\ E21D0 l
Web3@KAIST
MENTOR
S © 0O
Fop =42
o Previously Owned (3) > Khat NFT £
& MyNFT(2) v

Weh3@KAIST i1 Web3@KAIST

MENTOR

|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
R |NF[7IX1¢’7I= 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

E 80| 2a8il7ta? MetaMask | & 0] 23t 's ™
Ha. L\ Ha /: =7t
® From: 0x20EfDA938E7c1 bf25bA7:&ic687a4aC8075b7d FBda
m ® Interacted With (To): - - ‘I 0x0cAd7a272538c08CBoMd1c2b866Ad00EA2275e42 []
17 Etherscan ;

(® ERC-721 Tokens Transferred: 7 ERC-721 Token ID MyNFT...(NFT...)
> From 0x000000...00000000 To 0x20EfDA...5b7dFBda



IPFS & Pinata



IPFS(InterPlanetary File System) is

a decentralized storage and delivery network
which builds on fundamental principles of

P2P networking and content-based addressing




IPFS Simply Explained Youtube



https://www.youtube.com/watch?v=5Uj6uR3fp-U

Addressing files in IPFS

CID = hash(file content)

ipfs add -r docs
added QmZTR5bcpQD7cFgTorqxZDYaewlWqgfbd2ud9QqGPAKK2V docs/about CI D
added QmYCvbfNbCwFR45HiNP45rwlgvatpiW38D961L5qAhUM5Y docs/contact
added QmY5heUM5qgRubMDD10g9fhCPA6QdkMp3QCwd4s7gIsyE7 docs/help
added QmejvEPop4D7YUadeGqYWmZxHhLc4IBUCzIJHWMzdcMe2y i
added QmXgqKTbzdh83pQtKFb19SpMCpDDcKR2ujqk3pKph9aCNF
added QmPZ9gcCEpqKTo6aq61g2nXGUhM4iCL3ewB6LDXZCtioEB

added QmQ5vhrL7uv6tuoN9KeVBwd4PwfQkXdVVmDLUZUTNxqgvm cs/security-notes

added PmS4ustL54uo08FzR9455qgaxZwuMiUhyvMcX9Ba8nUH4uVv] docs
5.97 KiB / 5.97 KiB [ ] 100.00%

-> CID: Content Identifier
-> IPFS Path: /ipfs/QmS4ustL54uo08FzR9455qaxZwuMiUhyvMcX9Ba8nUH4uVv
-> Gateway URL: https://ipfs.io/ipfs/QmS4ustL54uo08FzR9455qaxZwuMiUhyvMcX9Ba8nUH4uVv

https://docs.google.com/presentation/d/1w4n9yttx4zZSzkZgppuCsJC2jiBcWése4XVP-hAS9Yg/edit#slide=id.p1



Tamper proof in trustless nodes

Tamper proof by block hash Tamper proof by content addressing

NFT 0xb932a70A57673d89f4acfFBES30E8ed7f75Fb9e0

ERC721 contract address
Identifier {

Token ID: 23418

Hashing &
TokenURI: :
ipfs://Qme5ZJugJyTajXDTRTUF42x9
FQjASZYZFTBNXAWVMCyé6T

Hashing

Smart
Contract

tokenURI Target

Content file

Metadata

A4

Blockchain IPFS



https://superrare.com/artwork-v2/11.-money-factory-23418

Brave browser IPFS extension

]
[ [Fics 343KiB  13IMiB You can imporf files to IPFS
and pin them

Connected to IPFS

303 wers

nnnnnnnn

https://ipfs.tech/#install




Availability of files in IPFS

Importing a file in a local IPFS node

- It returns the CID of the file, but does not mean the CID is refrievable

Pinning a file with the CID

- It allows the node to advertise that it has the CID, and provide the file to the network
Retrieving a file from IPFS

- It discovers the CID, fetches the file blocks and caches them

Garbage collecting a file

- It deletes the file blocks and frees the disk space

Retaining a file in IPFS

- 1) Run your IPFS node and pin the file

- 2) Use pinning services that run lots of IPFS nodes and allow users to pin data on
those nodes for a fee

- Pinning services: Pinata, Web3.Storage, NFT.Storage, Infurq, Filebase, etc

https://docs.ipfs.tech/concepts/lifecycle/
https://docs.ipfs.tech/concepts/persistence/#persistence-versus-permanence



IPFS gateway

» IPFS gateway provides an HTTP-based service to access IPFS content
IPFS path is like ipfs://QMSAQLCcBpo9f2EARadTZ8yL8vvz93KGDxkPg3QJUfsgMFY

+ Gateway URL example
https://ipfs.io/ipfs/ QMSAgLcBpoRf2EARadTZ8yL8vvz93KGDxkPg3QJUfsgMfY

« Gateway providers

- Your local gateway
- Private gateway: use cloud-based private gateway like Pinata

- Public gateways: publicly available gateways
- https://ipfs.io
- https://gateway.pinata.cloud, etc
- lists: https://ipfs.github.io/public-gateway-checker/

https://docs.ipfs.tech/concepfts/ipfs-gateway/



Pinata: IPFS pinning & gateway service

[ Upgrade plan
== Pinata P

Files Pin Status

Files Pinned black-negat... ~ Y Filters -

Private

Gateways

Content Identifier (CID)
API Keys

Submarine Keys e s i QmQBH5RUpqk88n4hdiFcrQ3mMPIfBMFpNYmkbMhdiXbXex (L)

5/8/2023 188 B
Access Controls

No name set
5/8/2023 155 B

Documentation QmSTkibzXkKV4dHyabA9t62y5stiylUc3GYaBTQqYTit)j @

No name set
5/8/2023 163 B

QmZwkxtjtcqZk9BoB1cvD1rRyudICFKeVSywrksSPXhPcX (D)

w3k-mentor-nft-metadatajson &
5/8/2023 274 B

QmSAgLcBpo9f2EdRadTZByLBvvz93KGDxkPg3QIUfsgMfY [D

web3kaist-high-resolution-color-logo.png @)
5/8/2023 118.55 KB

Qmc8QY1besCUSpeSgpHAVCEjd8IPpyXMdZW3MhucipYNY @

web3kaist-logo-circle.png (@
5/8/2023 56.31 KB

QmaHwANK5NbRvuHMZvMvCShHcZ8jU2MtL2PgB744c6FGF7 @

https://app.pinata.cloud/




ERC1155: Multl Token Standard



)

If we need multiple tokens

Gold currency
(10 ** 18)

Silver currency
T
(10 ** 18)

Sword

(1,000)
Shield

(1,000)
Crown

(1)

ERC20 tokens

ERC20 tokens

ERC20 tokens

ERC20 tokens

ERC721 NFTs

« High gas fee
+ Redundant codes
« Managing cost

ERC1155
a single contract



ERC1155 Multi Token Example

pragma solidity 70.8.4;
import "@openzeppelin/contracts/token/ERC1155/ERC1155.s01";

t AwesomeGame is ERC1155 {
uint256 public constant GOLD = ©;
uint256 public constant SILVER = 1;
uint256 public int SWORD = 2;
uint256 public c G SHIELD =:3;
uint256 public constant CROWN = 4;

tor() ERCllSS\"https //awesomegame.com/assets/{id}.json") {
nsg.se GOID IO 518 )
STLEVER 10418 S =)
SWORD, 1000, "");
SHIELD, 1000, "");
CROWN, 1, "");

https://docs.alchemy.com/docs/how-to-create-erc-1155-tokens



How is it possible?

All operations of blockchain such as transfer
are just changing states!
(rewriting a ledger)



ERC1155 Multi Token Standard

« ERC1155: A standard interface for contracts that manage multiple token types such as
fungible tokens(ERC20) and non-fungible tokens(ERC721)

Vending machine for NFTs and fungible tokens, with advanced usabillity features and
functionality like batch fransfers - by witek Radomski, co-creator of ERC-1155

» Benefits of ERC1155

- Efficient Transactions: allow for the transfer of multiple token types (fungible, non-
fungible, and semi-fungible) in a single transaction, reducing tx costs and saving time

- Flexibility: enable developers to create and manage various tokens for different use
cases

- Reduced Redundancy: reduce the redundancy on the Ethereum blockchain,
conserving space and resources

- Safe Transfers: provide a safe transfer function that allows tokens to be reclaimed if they
are sent fo the wrong address

https://blog.thirdweb.com/what-is-erc-1155-nft/



10 Projects using ERC1155

* Enjin

» Horizon Games

* OpenSea

» Rarible

« The Sandbox

» Decentraland

« Gods Unchained
« Axie Infinity

» Parallel Alpha

SuperRare

https://blog.thirdweb.com/what-is-erc721-nft/



ERC1155 Interface

IERC1155.s0l

IERC1155 is IERC165 {

TransferSingle(address indexed operator, address indexed from, address index to,
uint256 id, uint256 value);
TransferBatch(address indexed operator, address indexed from, address indexed to,
uint256 ids, uint256 values);
. . ApprovalForAll(address indexed account, address indexed operator, bool approved);
identify a foken fype vent URI(string value, uint256 indexed id);
1 balanceOf(address account, uint2567id) external view returns (uint256);
get the balances of [ ion balanceOfBatch(address y11ldata accounts, uint256 calldata ids)
mulﬁple accounts external view returns (uint256 ry);

setApprovalForAll(address operator, bool approved)
isApprovedForAll(address account, address operator)

safeTransferFrom(address from, address to, uint256 id,
uint256 amount, bytes calldata data) external;
safeBatchTransferFrom(address from, address to, uint256

transfer multiple token types
ta amounts, bytes calldata data) external;

in a single tx uint256 all



OpenZeppelin ERC1155 Reference plementation

ERC1155.s0l

ERC165, IERC1155, IERC115 dataURI {

manage each foken type'’s : T = e [
balances : =

address => bool)) _operatorApprovals;

URI of Metadata JSON
clients should replace {id}
with actual token type ID

balanceO dress account, uint
e(account (@), "ERC

specifying token type ID eturn _balances[id][account];

balanceOfBatch(
accounts,
ids
returns (uint2

require(accounts.length == ids.length, "E 155: “)8
uint256 batchBalances = new uint256 accounts.length);

for (uin 6 i 8; 1 < accounts.length; ++i

for—loop fo fraverse batchBalances[i] = balanceOf(accounts[i], ids[i]);

all accounts requested

return batchBalances;




OpenZeppelin ERC1155 Reference plementation

ERC1155.s0l _safeBatchTransferFrom(

address from,
address to,

uint256 ids,
uint256 amounts,
bytes data

) {

require(ids.length == amounts.length, "ERC1155: ids and amounts length mismatch”
require(to != address(@), "ERC1155: transfer to the zero address");

)

address operator = _msgSender();
_beforeTokenTransfer(operator, from, to, ids, amounts, data);

for (uint256 i = @; i < ids.length; ++i
uint256 id = ids[i];
uint256 amount = amounts[i];

uint256 fromBalance = _balances[id][from];
require(fromBalance >= amount, "ERC1155: insufficient balance for transfer");
unchecked {
decreasing the sender’s balance _balances[id][from] = fromBalance - amount;
and increasing the receiver’s balance ¥
with a corresponding token type ID _balances[id][to] += amount;

What about NFTs?

emit TransferBatch(operator, from, to, ids, amounts);

hTTpS'//giThUb com/OpenZeppeIin/openzeppelin— _afterTokenTransfer(operator, from, to, ids, amounts, data);

COﬂTrOCTS/b|Ob/mOISETReCr:/]C]OSI’;T;OOTTS/TOkeﬂ/ERC]]55/ _doSafeBatchTransferAcceptanceCheck(operator, from, to, ids, amounts, data);



Enjln COln determine ifit's an FT or NFT

ERC1155 with token type ID
MixedFungible e
Implementation

ERC1155MixedFungible.sol }

isFungible(uint256 _id) public pure returns(bool) ({
return _id & TYPE_NF_BIT == 0;

(uint256 => address) nfOwners;
ownerOf(uint256 _id) | ic view returns (address) {
return nfOwners[_id];

variables and functions for NFTs

safeBatchTransferFrom(address _from, address _to, uint256 z 12 _ids,
uint256 l11ldata _values, bytes calldata _data) external {
require(_to != address(@x@), "cannot send to zero address");
require(_ids.length == _values.length, "Array length must match");
require(_from == .sender || operatorApproval[_from][ .sender] == e,

"Need operator approval for 3rd party transfers.");

for (uint256 i = @; i < _ids.length; ++i
uint256 id = _ids[i];
uint256 value = _values[i];

freat FTs and NFTs differently

if (isNonFungible(id)) {

require(nfOwners[id] == _from);
nfOwners[id] = _to;
} else {
https://github.com/enjin/erc- balances[id][_from] = balances[id][_from].sub(value);
1155/blob/master/contracts/ERC1 balances[id][_to] = value.add(balances[id][_to]);

155MixedFungible.sol }



ERC1155 Use Case: adidas Into the Metaverse NFTs

redeem redeem redeem
Phase 1 — Phase 2

Phase 3 —— Phase 4

?27?7? Final NFTs

"""flm —
adidas Originals: Into the Metave.. adidas Originals: Into the Metave..
0.2798 ETH 0.33ETH
Last sale: 0.25 WETH Last sale: 0.28 ETH

Benefits TLEREN

) ‘ W N Try to understand their contract codes
' physical goods _ M MM https://etherscan.io/address/
Virtual Gear collection & & B & 0x28472a580490c5€090238847f66a68a47cc76f0f

https://nftevening.com/adidas-metaverse-everything-you-need-to-know/
https://thenewstack.io/erc-1155-an-nft-standard-for-online-games-and-gamified-apps/



ERCS5192: Soulbound Token (SBT)



What if | send my diploma NFT
to someone else¢

Some types of NFT
must be non-transferable



SBT and ERC5192

» SBT (Soulbound Token)

- a non-transferable NFT, which are blockchain-based digital assets that cannot be
transferred to others

- permanently tied to a specific individual, unlocking new use cases for NFTs

« ERC5192: Minimal Soulbound NFTs
- Minimal interface for
soulbinding EIP-721 NFTs

Durability 55 /55
Sell Price: @77

a“
—

https://blog.thirdweb.com/soulbound-tokens/



i Soulbound Token Use Cases

= 2 &

| O

Identity Criminal Credit P Medical Exclusive

SCACOIS Verification History Verification History Memberships

https://nftnow.com/guides/soulbound-tokens-sbts-meet-the-tokens-that-may-change-your-life/
https://blog.thirdweb.com/soulbound-tokens/



ERC5192 Minimal SBT Interface

IERC5192.s0l

IERC5192 {

tokenId
Locked(uint256 tokenId);

tokenId
Unlocked(uint256 tokenId);

tokenId
lock the token not to transfer locked(uint256 tokenId) returns (bool);

https://eips.ethereum.org/EIPS/eip-5192



ERC5192 ERC721, IERC5192 {
lock check variable bool isLocked;

attestate
ERC51 92 SBT Em-*-JotFour}d(),-

I I 'l' 'l'. (string _name, string _symbol, bool _islLocked)
Ill emen q |°n ERC721(_name, _symbol) {
isLocked = _islLocked;

ERC5192.s0l }
no reference implementation checkLock() {
of SBT from OpenZeppelin Check ifit's an SBT if (isLocked) revert ErrLocked();

through the modifier _

1
. . . locked(uint256 tokenId) returns (bool) {
if this foken is an SBI, if (!_exists(tokenId)) revert ErrNotFound();

the function will return true
It's contract-wide }

return islLocked;

safeTransferFrom(address from, address to,
uint256 tokenId, bytes data) checkLock {
.safeTransferFrom(from, to, tokenId, data);

safeTransferFrom(address from, address to, uint256 tokenId)
checkLock {
.safeTransferFrom(from, to, tokenId);

}
transferFrom(address from, address to, uint256 tokenId)
checkLock {
.transferFrom(from, to, tokenId);
}

https://github.com/attestate/ERC5192/blob/main/
src/ERC5192.50l

approve(address approved, uint256 tokenId) checkLock  {
.approve(approved, tokenId);




Minting
My ERC5192 $SBTs import " /ERC5192. 501"

import "@openzeppelin/contracts/utils/Counters.sol”;

MySBTFactory.sol

SBT ERC5192 {

It’s almost similar fo MyNFT'SOI using Counters for Counters.Counter;

exceptisLocked variable

Counters.Counter _tokenIds;
bool islocked;
address owner;

onlyOwner {

require == owner, "Only an owner can call");
}
(address _owner, string _name, string _symbol, bool _islocked)
. ERC5192(_name symbol islLocked
the calling contract(Factory) . | g ' - )
il be the owner —
wi isLocked = _islocked;
}
only the co/lmg confract mintNFT(address recipient, string tokenURI) onlyOwner returns (uint256) {

can call mmTNFT() _tokenIds.increment();

uint256 newItemId = _tokenlIds.current();
_mint(recipient, newItemId);

_setTokenURI(newItemId, tokenURI);
if (islLocked) emit Locked(newItemId

3

return newItemId;

—




Minting
My ERC5192 SBTs

MySBTFactory.sol

the calling contract(Factory)

MySBTFactory {
to create the SBT contract .

SBT blic sbt;
string blic tokenName = "My SBT";
string public tokenSymbol = "SBT";

if frue, it runs as an SBT Bool' public islocked = true;

if false, it runs as an NFT

create an SBT confract O {
with setting the calling contract sbt = new SBT(address(t ), tokenName, tokenSymbol, islLocked);
as the owner }

. o mint(address recipient, string m tokenURI) i returns (uint256) {
mint an NFT to recipient

with the tokenURI

return sbt.mintNFT(recipient, tokenURI);

It will be reverted Function transferTest(address recipient, uint256 tokenId) pul
then throw an error sbt.transferFrom(msg.sender, recipient, tokenId);
ErrLocked )




Wrap-up



We Learned

ERC721 NFT
ERC1155 Multi Token
ERC5129 SBT

IPFS and Pinata
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